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BBEJAEHUE

Hacrosmas [onutruka nnpopmannonHoii 6e3onacHoCTy yupexaeHus (naiee — [lonuruka)
@I'bOY BO Bonoronckas [MXA (nanee - YupexaeHus) pa3padoTraHa B COOTBETCTBUU C IEIISIMH,
3aJlayaMu ¥ MPUHIUIAMH oOecriedeHrsi 0€30aCHOCTH NEPCOHAIBHBIX JaHHbBIX.

[Tonutuka pa3paboTaHa B COOTBETCTBHM C TpeOOBaHMSIMHU (peaepanbHOro 3akoHa OT 27
utosst 2006 . No 152-03 «O mepcoHaIbHBIX JaHHBIX» U mocTaHoBleHus IIpaBurenbctBa PO ot
01.11.2012 . Ne 1119 «O6 yTBepkaeHUU TPeOOBAaHUI K 3alUTE MEPCOHAIBHBIX AAHHBIX MPU UX
00paboTke B UH(POPMALIMOHHBIX CHCTEMaX MEPCOHANBHBIX TAHHBIX.

B TIlomutuke ompeneneHsl TpeOOBaHMS K NEepCOHANy HMH(OPMAIIMOHHONH CHUCTEMBI
MEPCOHANbHBIX JIaHHBIX, CTENEeHb OTBETCTBEHHOCTH IIEPCOHANA, CTPYKTypa M HEOOXOAMMBIN
YPOBEHb 3aIIUIIEHHOCTH, CTaTyC M JOHKHOCTHBIE OOS3aHHOCTH COTPYAHHMKOB, OTBETCTBEHHBIX 32
oOecrnieueHne 6€30MacCHOCTH MEPCOHANBHBIX JAHHBIX B MHPOPMALIMOHHOW CHUCTEME MEPCOHATBHBIX
JAHHBIX YUYPEKICHUS.

OBO3HAYEHUSA U COKPAIIIEHUA

ABC — anTHUBUpYCHBIE CpEJICTBA

APM — aBroMaTH3upoBaHHOE pabouee MECTO

BTCC — BcriomorarenbHble TEXHUYECKHUE CPEICTBA U CUCTEMBI
NCTI/Ix — naOopManimoHHasi cucTeMa IMepCOHABHBIX JaHHBIX
K3 — xoHTponupyemas 30Ha

JIBC — nokanbHasi BBIYUCIUTEIbHAS CETh

MD — MexceTeBoil 3KpaH

HC/I — HecaHKIMOHUPOBaHHBIN JOCTYII

OC — onepauroHHas cucrema

[1/I1 — mepcoHanbHBIE JaHHBIE

[IMB — nporpaMMHO-MaTEMaTH4Y€CKOE BO3JCHCTBUE

I10 — mporpamMmMHoOe obecnieueHue

[I5MMUH — no6o4HbIe 371E€KTPOMArHUTHBIE U3TyYEHUSI U HABOAKHU
CA3 — cucrema aHanm3a 3al[UIIEHHOCTH

C3U — cpencrsa 3amuThl HHGOPMALIUU

C3I1IH — cucrema (moscucTemMa) 3aiuThl NEPCOHANBHBIX JaHHBIX
COB — cucrema 0OHapyKeHUs! BTOPKEHUH

TKY U — TexHuueckue kaHallbl yTeUKH HH(pOpMaLuu

YBII/I1 — yrpo3sl 6€301acHOCTH MEePCOHATBHBIX TaHHBIX

OITPEJEJIEHUA

B HacToseM T0KyMeHTEe UCIOIb3YIOTCS CIEIYIOIINE TEPMUHBI U UX OIPEEICHHUS.

ABTOMATH3HMPOBAHHASI CHCTEMa — CHCTEMa, COCTOAIAs M3 IEpPCOHAlNa U KOMILUIEKCA
CPEICTB aBTOMATU3allUd €ro JEsTeNbHOCTH, pealu3yromas HWH(QOPMAIMOHHYIO TEXHOJIOTHIO
BBINOJIHEHHSI YCTaHOBJICHHBIX (DYHKIIUH.

AyTeHTH(UKALUS OTHPABUTENSl JAHHBIX — MOATBEP)KIACHHE TOrO, YTO OTIPABUTEIH
IIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHocTh NMepCcOHANBHBIX JAHHBIX — COCTOSIHHE 3aIMIIEHHOCTH IMEPCOHAIBHBIX
JAHHBIX,  XapaKTepU3yeMOoe  CIIOCOOHOCTBIO  TOJNb30BaTeiel,  TEXHUYECKHX  CPENCTB
MUH(GOPMAIIMOHHBIX TEXHOJOTUN 00eceuynuTh KOHPUACHIIUNATBLHOCTD, IIEJIOCTHOCTD U JIOCTYITHOCTh
NEPCOHAJBHBIX JAHHBIX NMPH UX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHATIBHBIX JaHHBIX.

Buomerpuueckne nepcoHajbHble [JAaHHbIe — CBEJCHHS, KOTOpbIE XapaKTEPHU3YIOT
¢u3nonornueckue OCOOEHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPHIX MOXHO YCTAHOBUTBH €ro
JUYHOCTh, BKiIoyas (ororpaduu, OTIEYATKU MajblieB, 00pa3 ceTyaTKu IJ1a3a, OCOOEHHOCTHU
CTPOEHUS TelNla U APYTYyIo MOJ00HYI0 HHPOPMAIHIO.
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BiiokupoBanue mnepcoOHANBHBIX JAHHBIX — BPEMEHHOE MpekpaleHue cbopa,
CUCTEMAaTH3allii, HAKOIUIEHNUS, UCIIOIb30BAHUS, PACIIPOCTPAHEHUS, IEPCOHAIBHBIX AAHHBIX, B TOM
4lCIIe UX NepeJadn.

Bupyc (koMnblOTEepHBIH, NPOrPaMMHBIN) — HCIOJHSAEMBIM NPOrpaMMHBINA KO WU
UHTEpIpPETUPYyEeMbIi HA0Op MHCTPYKLMH, oOjgajaromMii CBOWCTBAMHM HECAHKIIMOHMPOBAHHOIO
pacripocTpaHeHuss U camoBocnpoun3BeneHus. Co3qaHHble TyONUKaThl KOMITBIOTEPHOTO BUpYyca HE
BCEI/la COBMAJAIOT C OPUTMHAJIOM, HO COXPAHAIOT CIIOCOOHOCTh K JaJIbHEHIIEMY PaclpOCTPAHEHUIO
U CaMOBOCITPOU3BEICHUIO.

Bpenonocnasi mporpamMma — 1nporpamMma, MpeAHa3HaYeHHas JUIsl OCYILECTBICHUS
HECaHKI[MOHUPOBAHHOIO JIOCTyNa M (WJIM) BO3AEHCTBHUS Ha NEPCOHAIBHBIC JAHHbBIE WIN PECYPChI
MH(POPMALIMOHHOM CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

BcnomorarenbHble TeXHHMYECKHE CPEICTBA M CHCTEMbI — TEXHUYECKHE CPEICTBA U
CHCTEMBbI, He NpEAHA3HAYEHHBIC UL Mepeaadr, oOpabOTKU M XpaHEHHs MEPCOHAIbHBIX JTaHHBIX,
YCTaHABJIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEICTBAMU U CUCTEMaMHU, IIPEeJHA3HAYE€HHBIMU JUIs
00pabOTKM TEepCOHANBHBIX JAaHHBIX WM B [OMEIICHUSX, B KOTOPBIX YCTAHOBIICHBI
MH(POPMALMOHHBIE CUCTEMbI IEPCOHAIBHBIX JAHHBIX.

Joctynm B omepauMoHHYW cpely KommnbloTepa (MHPOPMALMOHHOW CHCTEMBI
NMEePCOHAJIbHBIX JaHHBIX) — [IOJIy4€HHE BO3MOXXHOCTH 3aIlyCKa Ha BBIIIOJHEHHUE LITATHBIX KOMAH[,
(byHKIUH, TpoLIeAyp ONEPAIIMOHHON CUCTEMBI (YHUUITOKEHHS, KOIMPOBAHUS, TIEPEMELICHUS U T.I1.),
UCTIOJHAEMBIX (PaiijIOB NPUKIIAJHBIX POTPAMM.

Joctyn Kk uHGoOpMaIMH — BO3MOKHOCTD MOJTYYCHUSI HHPOPMAIHH U €€ UCTIONb30BaHMS.

3aki1aiouyHOe YCTPOHCTBO — DBIEMEHT CpelICTBa CcheMa HMH(POpPMALUH, CKPBITHO
BHEJIPSIEMBbIN (3aKJIaJIbIBAEMBIM WJIM BHOCHUMBI) B MeCTa BO3MOXKHOTO cheMa MH(opmaiuu (B TOM
quciae B OrpaKAECHUE, KOHCTPYKLHIO, 00OpyAOBaHHE, IpEeIMEThl HHTEpbepa, TPAHCIIOPTHBIE
Cpe/CTBa, a TAK)KE B TEXHUYECKUE CPEJICTBA U CUCTEMBI 00pabOTKH HH(OpPMALINN).

3ammmaemas nHpopManus — uHGOpPMALU, ABISIOMASACS IPEIMETOM COOCTBEHHOCTHU U
MOJIe)KAIIast 3alIUTEe B COOTBETCTBUU C TPEOOBAHUAMH MPABOBBIX JIOKYMEHTOB HIIM TPEOOBAHHUSIMU,
yCTaHaBJIMBAEMbIMH COOCTBEHHUKOM MH(OPMAIIH.

NnenTudukanmus — nprcBoeHHe CyOBEKTaM M OOBEKTaM JOCTyna HIACHTH(UKATOpa H
(unK) cpaBHEHHE MPEIbBIAEMOro HICHTU(UKATOPA C TEPEUHEM IPUCBOCHHBIX UIEHTU(UKATOPOB.

HNudpopmaTuBHBIN CUI'HAJI - IEKTPUUECKUE CUTHAJIBI, aKyCTUYECKHUE,
ANIEKTPOMAarHUTHBIE UApPYrue (Gpu3nueckue Mojs, 1Mo mapameTrpam KOTOPbIX MOXET OBbITh PacKphITa
KOH(UIeHIMaIbHasE HHPopMaLus (IepcoHaibHble JaHHbIe) oOpadaTbiBaeMasi B MH(MOPMAIIMOHHOM
CHUCTEME NIEPCOHANIBHBIX JAHHBIX.

Nudopmannonnas cucrema nepcoHanbHbIX AaHHbIX (UCII[An) — uHpopmanroHHas
cucTeMa, MpeJCTaBIsoNas cOO0H COBOKYIHOCTh MEPCOHANBHBIX JaHHBIX, COAEpXKaIUXcs B Oase
JaHHBIX, a Takke HWH(OPMAIMOHHBIX TEXHOJOTUH M TEXHUYECKUX CPEACTB, IO3BOJISIOLINX
OCYILECTBIATE O0pabOTKY TaKUX TMEpPCOHANbHBIX JAaHHBIX C HCHOJb30BAHUEM CPEJICTB
aBTOMAarTH3alMy Wik 0e3 NCIOIb30BaHUS TaKUX CPEJICTB.

HNudopmannoHHble TeXHOJIOTHMM — TNPOIECCHl, METOAbI TOUCKa, cOopa, XpaHEHus,
00palboTKH, MPENOCTABIEHUS, PACIPOCTPaHEHUsI UHPOPMALIMM M COCOOBI OCYIIECTBICHUS TaKUX
IIPOLIECCOB U METOMOB.

Hcnonb3oBanue mepcoHANBLHBIX JAHHBIX — JEHCTBUA (ONEpalyy) C MEepPCOHATbHBIMU
JAHHBIMHU, COBEpIIAEMBIE OIEPaTOpPOM B LESIX INPUHATHS DPELIEHUH WIM COBEPIIEHUS HWHBIX
NEHCTBUM, MOPOXKIAIOUIMX IOPUINYECKHE IOCIEICTBUS B OTHOLIEHHH CYOBbEKTa MEepCOHAIbHBIX
JaHHBIX WJIM JPYTrUX JHI JIMOO MHBIM 00pa3oM 3aTparvBaloOUIMX IpaBa UM CBOOOIBI CyOBEKTa
MEePCOHATBHBIX JTAHHBIX WU APYTUX JIHII.

Hcrounuk yrposbl 0e3omacHocTH HMHGpOPMAUMM — CYOBEKT JIOCTYyINa, MaTepUalbHbIN
OO0BEKT WM (pU3NUECKOE SBJICHUE, SBISIONIUECS TPUUYUHON BO3HUKHOBEHHS YTPO3bl O€30MaCHOCTH
uHpOpMaLIUH.

KonTponupyemasi 30Ha — TIpOCTpPAHCTBO (TE€ppUTOpHUA, 3[aHHME, YacThb 3JlaHuS,
MIOMEIIIEHUE), B KOTOPOM HCKJIIOUEHO HEKOHTPOJIHMpYeMoe NMpeObIBaHue MOCTOPOHHUX JIMII, a TaKXKe
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TPaHCIIOPTHBIX, TEXHUYECKUX U UHBIX MAaTEPUAIIbHBIX CPEJICTB.

KonpuaeHuaJdbHOCTh MEPCOHAJIBHBIX JAHHBIX — O00s3aTeNbHOE ISl COOMIONCHUS
OIIepaTopoM WJIM MHBIM MOJYYUBIIMM JIOCTYI K [EPCOHAJIbHBIM JaHHBIM JIMIIOM TpeOOBaHHE HE
JIOMYCKaTh WX paclpoCTpaHeHue Oe3 cormacus CyObeKTa MEpPCOHATBHBIX TaHHBIX WM HATHYUS
MHOI'0 3aKOHHOTO OCHOBAHMS.

Me:kceTeBOii JIKpaH — JIOKAIbHOE (OIHOKOMIIOHEHTHOE) WiIH (DyHKIIMOHAIHHO-
pacnpezieieHHOe IMporpaMMHOE (IIPOrpaMMHO-AINapaTHOE) CPEACTBO (KOMILIEKC), pean3yroliee
KOHTPOJIb 332 MH(POPMAIIMEH, TIOCTYIAIIeH B NHPOPMAIIMOHHYIO CHCTEMY MEePCOHATBHBIX JTaHHBIX
U (WIH) BBIXOIAIIEH U3 MH()OPMAIIMOHHON CHCTEMBI.

Hapymureanb 0€30I1aCHOCTH NMEPCOHAJNBHBIX JAHHBIX — (PU3UYECKOE JIHIIO0, CIy4aiiHO
WU TPEeJHAMEPEHHO COBEpILIAIOINIEee JACHCTBUS, CIIEICTBUEM KOTOPBIX SBIISIETCS HApYIICHHUE
0€30MacHOCTH TMEPCOHANbHBIX JaHHBIX MpPH HUX 00pabOTKEe TEXHUYECKHMMH CpPEICTBAMU B
WH(OPMAITMOHHBIX CUCTEMAX MEPCOHANBHBIX JTaHHBIX.

HeaBromaru3upoBaHHasi 00pad0TKa MNepPCOHAJBHBIX JaHHBIX — 00paboTka
MEPCOHANBHBIX JIAHHBIX, COJACPKAIIMXCS B HMH(DOPMAIMOHHOW CHUCTEME NEPCOHAIBHBIX JTaHHBIX
00 W3BIICUCHHBIX U3 TAaKOW CHUCTEMbI, CUMTAETCS OCYIECTBICHHON 03 HCIOIb30BAHUS CPEACTB
aBTOMaTHU3alMK (HEaBTOMATU3UPOBAHHOM ), €CIIM TaKue JCUCTBUS C IEPCOHATBHBIMU JTAHHBIMHU, KaK
WCIIOJIb30BaHUE, YTOYHEHHUE, pACIpPOCTPAHEHHE, YHUYTOKCHHE [EPCOHANIbHBIX JAHHBIX B
OTHOUIEHUU KaXIOT0 U3 CYOBEKTOB IEPCOHAIBHBIX JAHHBIX, OCYIIECTBISIOTCS  MpHU
HEIMOCPEACTBEHHOM YYaCTHH YEJIOBEKA.

HenexnapupoBaHHble BO3MOKHOCTH — (YHKIMOHAIBHBIE BO3MOXXHOCTH CPEICTB
BBIYMCIIUTEIIbHOM TEXHHUKH, HE OIHUCAHHBbIE WIM HE COOTBETCTBYIOIIME OIMCAHHBIM B
JOKYMEHTAIINK, TPH HCIOJIB30BAaHUU KOTOPBHIX BO3MOXKHO HApYyIICHWE KOH(PHUICHIIMATBLHOCTH,
JOCTYMHOCTH WJIM LIEJIOCTHOCTH 00pabarbiBaeMoi HH(MOpMAIUH.

HecaHKUMOHMPOBAHHBIM J0CTYNl (HECAHKIUOHUPOBAHHBbIE JAEHCTBUSI) — JOCTYyH K
uHpOpMaIUu UK JIEHCTBUS ¢ WH(pOpMAIUell, HapyIIalolue MpaBuia pa3rpaHudeHHs] JOCTyma ¢
WCIOJIb30BAaHUEM  INTATHBIX  CPEJCTB, MPEAOCTABISIEMBIX HMH(DOPMAIIMOHHBIMA  CUCTEMaMHU
MIEPCOHAJIbHBIX JTAHHBIX.

Hocureas nndopmanuu — GuU3HUECKOE JIUIO WIM MAaTePHABHBIN OOBEKT, B TOM YHCIIC
¢dbusnyeckoe moie, B KOTOpoM HHGOpMAIIHs HAXOAUT CBOE OTPaKEHHE B BHJIE CUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKUX PEHICHUH W TPOIECCOB, KOJIWYECTBEHHBIX XAPAKTEPUCTUK (PU3NUECKHUX
BEJIUYMH.

O0e3iMyuBaHUEe TMEPCOHAJIBHBIX [aHHBIX — JICUCTBUS, B pe3yJbTaTe KOTOPBIX
HEBO3MOXKHO OIPEACTUTh MPHUHAJICKHOCTh IMEPCOHANIBHBIX JTaHHBIX KOHKPETHOMY CYOBEKTY
MEePCOHAIBHBIX JTAHHBIX.

OO0OpaGoTka mnepcoHANbHBIX JAAHHBIX — JelcTBUA (omepamnuu) ¢ TePCOHATBHBIMU
JTaHHBIMHU, BKJIIO4ass cOOp, CHUCTEMaTH3allli0o, HAKOIJIEHHE, XpaHEHHEe, yTOYHEHHE (OOHOBJIEHHE,
W3MEHEHHUE), HCIONb30BaHUE, paclpoCTpaHeHHe (B TOM 4YHCIE Tepenady), OOe3TUYMBaHUE,
OJIOKHpPOBaHUE, YHUUTOKEHNE TIEPCOHAJIBHBIX JIaHHBIX.

OO0menocTynHbie NEpPCOHAJNbHbIC JaHHbIE — TIEPCOHAJIbHBIE JIAHHBIE, JOCTYI
HEOTPaHMUYEHHOT0 Kpyra JIMI K KOTOPbIM IPEIOCTAaBIEH C COIlacus CyObeKTa MEepCOHAJIbHBIX
JAHHBIX WJIM Ha KOTOpbIE B COOTBETCTBUU C (elepalibHBIMH 3aKOHAMH HE pPAaCIpOoCTpaHSIeTCs
TpeboBaHue COONIOIEHUS KOH(UIEHIIUATEHOCTH.

Omneparop (mepcoHAJBHBIX JAHHBIX) — TOCYIApCTBEHHBIN OpraH, MYHUIMNAJIbHBINA
opras, IOPUINIECKOE WK (PU3NUIECKOE JIUIIO0, OpTraHU3yIolIee U (WIH) OCYIIECTBIISIIOIIEe 00padOTKy
MEPCOHANBHBIX JIaHHBIX, a TAKXKE OMPEIEISIIONINE [EeJH U COAepKaHue 00pabOTKH MEepCOHATBHBIX
JTAHHBIX.

Texnuyeckne cpeacrsa HH(POPMALMOHHOM CHCTEMbl IEPCOHANBHBLIX [JAHHBIX —
CpeICTBa BBIYHCIUTEILHON TEXHUKH, HWH(POPMAIMOHHO-BBIUYMCIUTEIHHBIC KOMIUIEKCHI W CETH,
CpeIICTBa U CUCTeMBbI Nepenayn, npuema u obpabotku I1J[H (cpeacTBa U CHUCTEMBI 3BYKO3AIWCH,
3BYKOYCHJICHHSI, 3BYKOBOCIIPOU3BE/IEHUS, [IEPETOBOPHBIE U TEJIEBU3UOHHBIE YCTPOMCTBA, CpEICTBA
W3TOTOBIICHUS, TUPAKUPOBAHUS JOKYMEHTOB U JIPYTHEe TEXHUUECKUE CPEICTBA 0OPaOOTKU PEUEeBOH,
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rpadguyeckoir, BHUIEO- U OykBeHHO-IM(POBOW WH(GOpPMAIMK), TPOTPAaMMHBIC CPEACTBA
(omepanMOHHBIE CHUCTEMBI, CUCTEMBl YIpaBICHHS Oa3aMM NaHHBIX W T.OI.), CPEICTBA 3alUTHI
uHpopMaIuu, NpuMeHsieMble B UHHOPMAIIMOHHBIX CUCTEMAX.

IepexBar (MH(poOpMaLUK) — HEPABOMEPHOE MOIyuyeHHE HH(OPMALIUHU C UCIIOIH30BAHUEM
TEXHUUYECKOTO CPEJICTBA, OCYIIECTBRISIOUIET0 OOHApyKEHHE, TPHUEM U 00paboTKy MH(POPMATUBHBIX
CUTHAJIOB.

IlepconanbHble naHHbIe — J00as MHGOPMAIUs, OTHOCAUIASCS K OIpPENEICHHOMY WU
OIIpeIeNIIeMOMY Ha OCHOBAaHHMM Takoi MHGpOpMaruu Gu3ndeckoMmy JHiy (CyOBEKTY MepCOHATbHBIX
TaHHBIX ), B TOM YHCJIE ero (paMUIIHs, UMsI, OTYECTBO, TOJ, MECSII, aTa U MECTO POXKICHHUS, aapec,
ceMeiiHoe, colalbHOe, UMYIIECTBEHHOE TMOJOXKEeHHe, 00pa3oBaHue, npodeccusi, JOXOAbl, Apyras
uHpopMaLus.

IIo0o4HbIC 3JIEKTPOMATHMUTHbIC M3JYYeHHS W HABOAKM — 3JICKTPOMATHUTHBIE
M3IYYCHUSI TEXHHUYECKUX CPEICTB OOpabOTKHM 3amuinaeMoid WH(POpPMAaIlud, BO3ZHUKAIOIINE Kak
nmoOOYHOE SIBJICHHWE W BbI3BAaHHBIC JJICKTPUYECKMMM CHUTHAJaMHM, JACWCTBYIOIIMMU B HX
AEKTPUUYECKUX M MArHUTHBIX IIEMSAX, & TaK¥KEe 3JICKTPOMATrHUTHBIE HABOJAKU ITHUX CUTHAJIOB Ha
TOKOIIPOBOJSALIME JIMHUHU, KOHCTPYKIIUU U LIENU TUTaHUSI.

IMosmTHKAa «YUCTOrO0 CTOJIA» — KOMIUIGKC OpPraHU3alMOHHBIX MEpONPUSATHUH,
KOHTPOJUPYIOIINX OTCYTCTBHUE 3alKChIBaHUS Ha OyMa)KHbIE€ HOCHUTENIM KiIoued u arpulyToB
nocrtyma (maposieil) ¥ XpaHeHHsI UX BOJIM3U 0OBEKTOB JIOCTYIIA.

IHonb30oBaTrenb HMHPOPMALMOHHON CHCTEMBbI MEPCOHAJIBHBIX JaHHBIX — JIMILIO,
ydacTBylomee B (DYHKIMOHHPOBAHUM HH()OPMAIIMOHHON CHCTEMBI NMEPCOHAJIBHBIX NAHHBIX HIIH
UCIOJIB3YIOIIEE PE3YNbTaThl €€ PYHKIIMOHUPOBAHUSI.

IIpaBuia pasrpaHu4eHHs J0CTYNAa — COBOKYITHOCTb IIPaBUJl, pENNIaMEHTUPYIOLIUX IpaBa
J0cTyna CyObeKTOB JOCTyMa K 00beKTaM JOCTyIa.

IIporpammuas 3aKaaaKa — KOJ IPOrpaMMbl, IPEAHAMEPEHHO BHECEHHBIN B IIPOrPaMMYy C
LETbI0 OCYHIECTBUTh YyTEUKY, HW3MEHHUTh, OJIIOKMPOBaTh, YHUUYTOXKUTH HH(DOpPMALIUIO WU
YHUYTOXKUTH HM MOAM(HUIMPOBATH NpPOTrpaMMHOE oOecredyeHne HHPOPMAIIMOHHONW CHCTEMBI
MEePCOHANBHBIX TAHHBIX U (W) OJOKUPOBAThH anmapaTHbie CPECTBa.

IIporpammHoe (mMporpaMMHO-MaTeMaTH4YecKOe) BO3/eiicTBMEe — HECAHKIIMOHUPOBAHHOE
BO3/ICHCTBHE Ha pPecypchl aBTOMAaTU3UPOBAHHON HMH(OPMALMOHHOM CHUCTEMBI, OCYIIECTBIIIEMOE C
HCIIOJIb30BaHUEM BPEJOHOCHBIX IIPOTpaMM.

PackpbiTHEe NEpPCOHANBHBIX [JAHHBIX — YMBIIUIEHHOE WIH CIy4allHOE HAapyIIEHHUE
KOH(QHIEHIIMATbHOCTU EPCOHANIBHBIX JaHHbIX.

PacnpocTpaneHue mepcoHaNbHBIX JAHHBIX — JICHCTBHs, HAllpaBICHHbIC Ha Iepeaady
MEPCOHANBHBIX JIAHHBIX ONPEIEIEHHOMY Kpyry Jull (mepejaya NepCOHAJIbHBIX JTaHHBIX) WJIM Ha
O3HAKOMJICHHE C TIEPCOHAJIbHBIMU JIaHHBIMH HEOIPAHMYEHHOIO Kpyra JIMI, B TOM YHCIIE
o0OHapo/I0BaHUE IEPCOHAJBHBIX JAaHHBIX B CPEJICTBAX MaccoBOoil MHpoOpManuu, pa3MelieHHe B
MH(OPMAITMOHHO-TEIEKOMM YHUKAIIMOHHBIX CETAX WU MPEAOCTaBIeHHE JOCTyNa K MEePCOHATbHBIM
JAHHBIM KaKUM-JTH00 UHBIM CIIOCOOOM.

Pecypc uHpoOpMAUMOHHOM CHCTEMBI — KMEHOBAaHHBIM JJIEMEHT CUCTEMHOIO,
MIPUKJIATHOTO WJIH aIlllapaTHOro odecredeHus (PyHKIMOHUPOBaHUS HH(POPMAIIMOHHON CUCTEMBI.

CnenuajbHble KATeropuu TIEPCOHAJBHBIX JAHHBIX — [I€PCOHAJIbHBIE JaHHBIE,
Kacaroluecss pacoBOd, HAllMOHAJIBHON MPUHAIEKHOCTH, MOJUTHUYECKUX B3IVISA0B, PEIMTHO3HBIX
i GUIOCOPCKUX YOSIKIEHUM, COCTOSIHHSI 3M0POBbsI 1 MHTUMHOM JKU3HU CYOBhEKTa TEPCOHAIBHBIX
JTAHHBIX.

CpeacrBa BbIYMCIUTEIbHONW TEXHMKH — COBOKYMHOCTh MPOrPAMMHBIX M TEXHUYECKHX
AIIEMEHTOB CUCTEM OOpabOTKU JAHHBIX, CIOCOOHBIX (YHKIIMOHUPOBATH CaMOCTOSTENBHO WU B
COCTaBE JPYTUX CHCTEM.

CyobexkT pgoctyna (cy0beKT) — JIMIO WJIM TPOIECC, JCHCTBUS  KOTOPOTO
pernamMeHTUPYIOTCs MPAaBUIIAMH pa3rpaHUUYEHUs JOCTYyIIA.

TexHnuecknii KaHaa yTe4KH HH(OPMALUMHM — COBOKYIMHOCTb HOCHUTENs HH(pOpMAIUH
(cpenctBa 00pabOTKHM), (U3MUECKON Cpeabl paclpocTpaHeHUss HH(OPMATUBHOIO CHUTHAlIA H
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CPEICTB, KOTOPBIMU J00BIBAETCS 3aliuinaeMast HHpopMarus.

TpancrpanuyHas mnepegadya MEpPCOHAJIBHBIX MJAHHBIX — Iepefada IE€pPCOHAJIbHBIX
JNaHHBIX omepatopoM udepe3 [ocynmapctBennyro rpanuily Poccuiickoit denepanuu oprany BiacTu
MHOCTPAHHOTO TOCYapCTBa, (PU3NYECKOMY HITH FOPUAMYECKOMY JIMIy HHOCTPAHHOTO TOCYJapCTBa.

Yrpo3bl 6€30MacCHOCTH NMEePCOHAJIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHM U (PaKTOPOB,
CO3JAIOLMX OINACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM YHUCIIE CIy4yalHOro, JOCTyHna K
MEPCOHANBHBIM JIAHHBIM, PE3YJIbTaTOM KOTOPOrO MOXKET CTaTb YHUYTOXKEHHE, H3MEHEHHE,
OJOKMpOBaHWE, KOMMPOBAHME, PACHPOCTPAHEHHE NEPCOHANBHBIX JAaHHBIX, a TaKXKe WHBIX
HECAHKI[MOHUPOBAHHBIX JACUCTBUI NpU MX 00paboTke B MH(OPMALMOHHON CUCTEME MEePCOHATBHBIX
JAHHbBIX.

YHUUTOXKEeHHE MEePCOHATBbHBIX JAHHBIX — JICHCTBUS, B PE3y/bTaTe KOTOPhIX HEBO3ZMOXKHO
BOCCTaHOBHUTbH COZEpKaHHE MEPCOHANbHBIX JAaHHBIX B MH(QOPMALIMOHHOW CHCTEME MEPCOHAIBHBIX
JAHHBIX WM B PE3YJIbTare KOTOPBIX YHUYTOXKAIOTCS MarepHallbHble HOCUTENIN I[EPCOHAIBHBIX
JAHHbBIX.

YTeuka (3ammiaemMoii) HHGOPMALUK 10 TEXHHYECKMM KAHAJAM — HEKOHTPOJIUPYEMOE
pacnpocTpaneHue WHGOpMAIMK OT HOCUTENs 3amuiiaemMoi uHdopmanuu depes (pusnueckyro
Cpey A0 TEXHUYECKOIO CPECTBA, OCYLIECTBIISIIOIIETO IepexBaT nH(OpMaLUu.

Yupe:xxaenue — yupexJIeHUs 3paBOOXPaHEHUs, COUATBHON chepbl, TPyNa U 3aHATOCTH.

Ya3BuMocTh — €1a00CTh B CpEACTBAaX 3alllUThl, KOTOPYIO MOXKHO HCIIOJIb30BaTh JUIS
HapYIICHUS CUCTEMBI WIIH COJIEprKallleiicss B Hel nH(popMaIuu.

HesocTHOCT, MH(OPMALMH — CIIOCOOHOCTH CPEACTBA BBIYMUCIUTEIBHOM TEXHUKU WM
aBTOMATHU3UPOBAHHOW CHUCTeMBbl OOecCleuynBaTh HEU3MEHHOCTh HMH(POpPMALUU B  YCIOBHUAX
CITy4aifHOTO /WM TIPEJHAMEPEHHOTO UCKAKEHHS (pa3pyIICHUs).
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1. O01mue MoJI0KeHUs

Henbto nactosimiei [lonutuku siBiserca obecriedeHre 0€30MaCHOCTU OOBEKTOB 3aIIUTHI
VYupexieHus OT BCeX BUJIOB YIPO3, BHEIIHUX U BHYTPEHHUX, YMBIIICHHBIX U HEMPEIHAMEPEHHBIX,
MUHHMMH3aIU yiiepoa oT BO3MOXHOW peanusanuu yrpo3 6ezonacuoctu I[11u (YBITnH).

be3zonacHOCT,  TNEpPCOHANBHBIX  JAHHBIX  JIOCTUTAeTCs  IMyTEeM  HUCKIIIOYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJE CIY4YailHOro, JOCTyma K NEpPCOHAIBHBIM JTaHHBIM,
pEe3yJIbTaTOM KOTOPOTO MOXKET CTaTh YHUYTOXEHUE, W3MEHEHUE, OJIOKMpOBaHUE, KOMHUPOBAHUE,
pacnpocTpaHeHre NEPCOHANBHBIX JaHHBIX, a TAK)KE HHBIX HECAHKIIMOHUPOBAHHBIX JCHCTBUIA.

Nudopmarus 1 cBsI3aHHBIE C HEH PeCypChl JOJDKHBI OBITH JOCTYITHBI JIJIsi aBTOPU30BAHHBIX
nosib3oBareneil. JIOMmKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHAapyXeHHEe M pearupoBaHHE Ha
VYBIT/H.

JIOKHO ~ OCYIIECTBISTHCS — MPEAOTBpAlllEHHUE MPEAHAMEPEHHBIX WM  CIIy4alHBIX,
YACTUYHBIX WJIM TIOJTHBIX HECAHKIIMOHUPOBAHHBIX MOIU(PUKAIINN WIIM YHUYTOKCHUS JTAHHBIX.

2. O01acThb aelicTBUA

TpeOoBanusi Hactosimied [lOMUTHKM — paclpoOCTPaHSIOTCS Ha BCEX  COTPYIHHKOB
VYupexaeHnus (MITaTHBIX, BPEMEHHBIX, pa0OTAIOMUX O KOHTPAKTY M T.II.), a TaKXKe BCEX MPOUYUX
Ju1] (MTOAPSAYUKY, AyAUTOPHI U T.IL.).

3. Cucrema 3aIIMTHI NEPCOHAIBHBIX JAHHBIX

Cucrema 3amuThl iepcoHanbHbIX AaHHbIX (C3I1/IH), cTpouTCS HA OCHOBAHUU:

Ortuyera 00 o6cnenoBannu nHGopMannoHHbIX cucteM @I'bOY BO Bosoroackas IMXA;
[lepeuns nepcoHaNbHBIX JaHHBIX, TOJJIEKAIINUX 3ALUTE;
AKTa onpe/ieNieHus 3alUIIeHHOCTH HH(POPMAIIMOHHON CUCTEMBI IIEPCOHANIbHBIX JaHHbIX;
Mogenu yrpo3 6e30acHOCTH NEPCOHAIBHBIX JaHHBIX;
[TonoxkeHust O  pa3pelIMTENBbHOM cHcTeMe JocTyna pPaOOTHHKOB K  3alIMILAEMbIM
nH(popMamonHbIM pecypcam UCI/Ix;
e PyxoBogsamux 1okymeHToB @CTIOK u ®Cb Poccun.

Ha ocHOBaHMM 3THX JJOKYMEHTOB OIpENEIseTCs] HEOOXONUMBIN YpOBEHb 3aIMIIEHHOCTH
[Ida xaxnmoro cermenta WCII[In VYwupexnenus. Ha ocHOBaHMM aHanM3a aKkTyaldbHBIX YIpo3
6e3onacHoctn II/IH omucanHoro B Mogenn yrpo3 u OTuera O pesynbTarax HpOBEICHHS
BHYTpEHHEH MpOBEpKE, JeJaeTcs 3aKIOueHHE O HEOOXOIMMOCTH HCIOJIb30BAHUS TEXHMUYECKHUX
CPEe/CTB M OpraHU3allMOHHBIX MEpOoNpHusATHH A obecrieueHus: OezomacHoctu I1JH. BriOpanHbIe
HeoO0XoMMble MEpONpUATHs oTpaxkatoTcs B [Imane meponpusTuii o obecriedeHuro 3amuThl [1nH.
Jns UCIT[IH nomxkeH ObITh COCTABICH CIUCOK MCIOIb3YEMbIX TEXHUUYECKUX CPEJICTB 3alllUThl, a TaK
e MPOrpaMMHOTro obecrieyeHus ydacTBytouiero B oopadorke I1/1H, Ha Bcex anementax UCII/Ix:

APM nons3oBarenci;

CepBepa MpHII0KEeHU;

CYB/;

I'panuna JIBC;

KananoB nepenaun B ceT 0OIIEro Mojib30BaHUs M (WJIM) MEXIyHAPOIHOTO OOMEHa, eCiH
o HuM nepenarorcs [1J1H.

B 3aBucumoctu ot ypoBHs 3amumeHHoctd UCII/IH u aktyansHbix yrpo3, C3I1[H MoxkeT
BKJIIOYATh CJIEIYIOIINE TEXHUYECKHUE CPECTBA:

aHTHUBHUPYCHBIE CPEJCTBA /Il paOOUMX CTAHIIMI MOIb30BaTENeH U CEpBEPOB;

CPEICTBAa MEKCETEBOI0 IKPaAaHUPOBAHMS;

cpeacTBa KpunrTorpauueckod 3ammThl HMH(GOpMALUHU, TMpH Iepefade 3aluiiacMoi
nH(OpMaIUH 110 KaHAIaM CBS3H.
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Tak »xe B CHHUCOK JOMKHBI OBITh BKIIIOUEHBbl (YHKLUUHU 3allUThI, OOecledynBacMble
TaTHBIMU cpencTBamu 00paboTku I1/{H onepaunonnsiMu cuctemamu (OC), npuknaaaeiM [10 u
CHELUAIbHBIMU KOMIUIEKCAMH, PEeaU3yIOIUMHU CcpeacTBa 3amuThl. CHMCOK (QYHKIUI 3aluThl
MOJKET BKJIKOUaTh:

YIPAaBICHUE U Pa3rpaHUYCHHUE JOCTYIIA I10JIb30BATEIIEH;

PETUCTPAINIO U YYET JeHCTBUH ¢ nH(pOpMaLneH;

o0ecrneynBaTh LEIOCTHOCTD IaHHBIX;

MIPOU3BOIUTH OOHAPYKEHHI BTOPKECHUH.

Cnucok HCHONIB3yEMbIX TEXHMUYECKHX CPEICTB OTpPaXaeTcs B JKypHaje IO Yy4eTy
IPUMEHSEMbIX CPEICTB 3amuThl HH(opMmanuu. CHHUCOK MCIOIB3YEMBIX CPEACTB JIOJDKEH
MOJJEPKUBATECA B aKTyaJdbHOM COCTOsSHUHU. IIpu HM3MEHEeHMM cocTaBa TEXHUYECKHUX CPEICTB
3auThl Uik 3neMeHToB UCII/IH, cooTBEeTCTBYIOIIME N3MEHEHUS JOJKHBI ObITh BHECEHBI B CIIMCOK
U YTBEPKJIEHbI PyKOBOJUTENIEM Y UpEXKIECHUS UM JIMLIOM, OTBETCTBEHHBIM 32 OOECIIEUEHUE 3AIUThI
I11n.

4. Tpe6oBanus k noacucremam C3I1/n

C3I1/11 BKiIro4yaeT B ce0sl Caelyromue MoJICUCTEMBI:

YIPaBJICHUS JOCTYIIOM, PETUCTPALMH U YUETa;

o0ecredyeHus LeIOCTHOCTH U IOCTYITHOCTH;

AHTUBUPYCHOM 3aLUTHI;

MEXCETEBOI0 3KPaHUPOBAHUS;

aHaJIM3a 3alIHALIEHHOCTH;

oOHapyXeHUs! BTOPKEHUH;

3anIUThl HH(OPMALIUU OT YTEUKH 110 TEXHHYECKUM KaHaJIaM;

KpUNTOTrpa(UUeCcKOl 3alUThl.

[oncucremsr C3I1IH MMEIOT pa3auuHBIA (YHKIIMOHAI B 3aBHCUMOCTH OT YPOBHS 3allld
menHoctu  MCII/IH, omnpeneneHHoro B AKTE  ONpENeleHMs YpOBHSA — 3alUIIECHHOCTH
MH(POPMALIMOHHOW CUCTEMBI IEPCOHATIBHBIX JTAHHBIX.

4.1. loncucremMbl ynpasJjeHHs A0CTYIIOM, PerHCTPALMH U yyeTa

[Togcucrema ympaBieHHs JOCTYIIOM, pETUCTpPalMd W ydeTa TMpeJHa3HaYeHa A
peanuzaiuy cneayromux GyHKIHI:

UJeHTU(DUKAIIIY U ayTCHTHU(UKAIINH,

KOHTPOJISL IOCTYIIA ITOJIb30BATENIEH K 3alUIIaEMBIM PECYPCaM;

peructpanuu coOwsitrii 6e3omacHoct VCII[H cormacHO mpeabsBiIsieMbIM MapaMmeTpam
perucTpanmy;

y4eT BceX HocuTenel nHGOopMaIii Ha Pa3IMuHbIX dTaax UuX )KHU3HEHHOTO ITUKJIA.

[Toncucrema ympaBiaeHUsT JOCTYIIOM MOMKET OBITh peaii30BaHa C TOMOIIBIO INTAaTHBIX
cpenctB obpabotku I1/In (omepannoHHbIX cucteM, npuioxkeHuit u CYB/[). Tak ke Moxer OBITh
BHEJPEHO CHENUAIBHOE TEXHHYECKOE CpPEICTBO WJIM MX KOMIUIEKC OCYHIECTBIISIIOIINE
JIOTIOJIHUTENbHBIE MEphl MO0 ayTeHTH(QHUKAIMH U KOHTpoito. Hampumep, mpuMeHEHUE eIWHBIX
XPAHWIUIL YYETHBIX 3aliCeil MOJb30BaTeNe M PEerucTpalMOHHOW WH(OpMAINHU, HCIOIb30BaHHE
OMOMETPUYECKUX M TEXHUYECKUX (C TIOMOIIBIO ANIEKTPOHHBIX MPOITYCKOB) MEP ayTeHTHU (PUKAIIIH U

IPYTHUX.

4.2. Tloacucrema odecnevdeHus! MEJOCTHOCTH H JOCTYITHOCTH

ITogcucrema obecnieueHust IETOCTHOCTH M IOCTYIIHOCTH NpeIHa3HaYeHa Il 00eCTedeHus
LEIOCTHOCTH U focTynHocTH [IJIH, nporpammubIx U annaparHbeix cpencts UCIIIH Yupexnenus, a
TaK K€ CPEe/ICTB 3alllUThI, IPU CIy4YailHON MJIM HAMEPEHHON MOAU(UKAIIIH.

Iloncucrema peansyercs ¢ IOMOUIBIO:
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OpraHM3alli Pe3epBHOrO KOMMPOBaHHUS 00pabaThiBa€MbIX JAHHBIX, BOCCTAHOBJICHHUS
CHCTEMBI 3aIIUTHl HH(POPMAITMOHHONW CHUCTEMBI, a TaK K€ PEe3ePBUPOBAHUEM KIIIOYEBBIX AJIEMEHTOB
NCTIH;

o0ecre4yeHus 1IeTOCTHOCTH MTPOTPAMMHBIX CPEJICTB CUCTEMBI 3aIUTHI;

¢busnueckas oxpana HHGOOPMAIIMOHHON CHCTEMBI;

TECTUPOBaHUE (PYHKIMI CHCTEMBI 3aIIUTHI.

4.3. IloacucreMa aHTUBMPYCHOM 321U THI

[TogcucrtemMa aHTUBUPYCHOM 3allUThl MpEAHA3HAUYEHA JJIsi OOECIEYCHUsT aHTHUBHPYCHOU
3amuThl cepBepoB U APM nonws3osareneit UCITJn Yupexaenus.

CpencrBa aHTUBUPYCHOM 3alIUTHI IPeAHA3HAYEHBI U1 Pealli3aliy CAeTyIOINX (HYHKIIMA:

PE3UICHTHBI aHTUBUPYCHBIM MOHUTOPHHT;

AHTUBHUPYCHOE CKAHUPOBAHMUE;

CKpPHUIT-0JIOKHUPOBAHUE;

LEHTPAJIM30BaHHYIO/YIaJICHHYI0 YCTAHOBKY/IEMHCTAUIALMIO AHTUBUPYCHOTO MPOAYKTa,
HACTPOWKY, aJIMUHICTPHUPOBAHUE, TIPOCMOTP OTUETOB M CTATHCTHYECKOW MH(popmanmu mo padore
IIPOAYKTA;

ABTOMAaTU3MPOBAHHOE OOHOBJICHNE AHTUBUPYCHBIX 0a3;

OrpaHMYEHHUE IpaB II0JIb30BATENSl HA OCTAHOBKY MCIOJIHAEMBIX 3a7ad M H3MEHEHUS
HAcCTPOEK aHTUBUPYCHOTO IPOrPAMMHOI0 00ECIEeUEHUS;

ABTOMATUYECKHI 3aIIyCK Cpa3y MOCIe 3arpy3Ku ONEPallMOHHON CUCTEMBI.

Iloncucrema  peanusyercss  IyTeM  BHEAPEHHUS  CHELUAJIBHOIO  AHTUBHPYCHOIO
porpaMMHOro obecriedenus Ha Bce anemeHTsl UCTT/IH.

4.4, IloacucreMa MeKCETEBOT0 IKPAHMPOBAHUS

IToncucrema MeKCETEBOrO 3KPAaHUPOBAHMS MPEAHA3ZHAYCHA AJI pealn3aluu CIEIYIOIUX
byHKIMII:

¢GuIbTpalM Ha COOTBETCTBYIOIIEM YypoBHE Mozaenu OSI ceTeBbIX NaKeTOB, MAKETOB
CITy’K€OHBIX MPOTOKOJIOB U 3alIPOCOB, COITIACHO MPEAbSIBIIEMbIM TPEOOBAHUSM;

UACHTUDUKAIMIO U ayTEHTHU(PUKALNIO aJMUHUCTPATOpa MEKCETEBOTO JKpaHa, a TaKkKe
Pa3IMYHBIX 3aIPOCOB MOJIb30BATES;

perucTparuio coobITUi 6€30MacCHOCTH;

COXpaHEHHE 1eIOCTHOCTU CBOEH MPOrpaMMHON 1 MHPOPMALIMOHHON YacTH;

BOCCTaHOBJIEHHE Tociie cO0EeB U OTKAa30B 000PYIOBaHUS;

TECTUPOBAHUS BHIMOIHIEMbIX (PYHKIIUH.

Iloncucrema  peamusyercss  BHEAPEHUEM  IIPOTrPAMMHO-ANIAPATHBIX  KOMIUIEKCOB
MEXKCETEeBOT0 IKpaHupoBanus Ha rpanuie JIBC, kaccom He HU*KeE 4.

45. TloncucremMa aHaJIn3a 3alUIEHHOCTH

[Toncucrema anaim3a 3alIUIEHHOCTH, JAOHKHA OOECIIEUMBATh BBISBICHUS YSI3BUMOCTEH,
cBsi3aHHBIX ¢ omuOkamu B KoHpurypamuu 10 MCII[IH, koTopble MOTYT OBITH HCIOJbH30BAHbI
HapyIIUTEIEM JIUIs PeaTn3alliy aTakKu Ha CHCTEMY.

OYHKIMOHAT TOJCUCTEMbI MOXET OBITh peaan30BaH MPOTPAMMHBIMU M MPOTPaMMHO-
aHHapaTHI)IMI/I CpG}ICTBaMI/I.

4.6. loncucrema oOHAPYKEeHHsI BTOPKEHUH

[Toncucrema oOHapyKeHUSI BTOPKEHUMN, OJKHA 00€CTIEUnBaTh BBISBICHUE CETEBBIX aTak
Ha sneMmeHTsl MCII/IH, moaKItOYeHHbIE K CeTSIM OOIIEero MOJIb30BaHUS U (WJIM) MEKIYyHAPOIHOTO
oOMeHa.

OYHKIMOHAT TOJCUCTEMbI MOXET OBITh peajan30BaH MPOrPAMMHBIMU M MPOTPaMMHO-
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afnmnapaTHbIMA CPECACTBAMMU.

4.7. ITogcucremMa 3anIUThHI nmbopMaunn OT YTE€UKH IO TEXHUYICCKUM KaHaJ1aM

[Toncuctema 3amuThl HHPOPMALIUUA OT YTEUKH MO TEXHUYECKUM KaHajaM MpeAHa3HadyeHa
s uckmodennss HCJ[ x 3ammmaemoit mHdopmannu B WCIIAH YupexxaeHHs MOCPEaICTBOM
MOOOYHBIX AIIEKTPOMArHUTHBIX M3aydeHui u HaBonok ([I9MIUH).

[IpumeHneHne naHHOM MOACHCTEMBI 3aBUCUT OT akTyanbHocTu IIDMUWH c Toukn 3peHus
MMOCTPOCHHOM MOJICNIN YTPpo3, T1O0 cortacHo TpeboBanusiM kiacca UCITJIH.

4.8. oncucrema Kpunrorpagpuyeckoii 3ammThI

[Moncucrema kpunrorpadudeckol 3amuThl TpeaHasHadeHa s uckmodenus HCJ k
samumaeMmoit nHopmaruu B UCII[AH YupexaeHus npu ee mepenadye mo KaHalaM CBSI3H CETEH
00IIeTro MOJIb30BaHUs U (UJTN) MEXTYHAPOIHOTO OOMEHA.

[Toncucrema peanusyeTcsi BHEIPEHHEM KpPUITOrpapUUecKHX MPOrpaMMHO-aIIapaTHbIX
KOMIIJIEKCOB.

5. Hoab3oBareau UCIIAn

B Konnenuuu wuHGOPMAMOHHON O0€30IaCHOCTH OMNpPEICICHBl OCHOBHBIE KaTETOPHH
nonp3oBareneii. Ha ocHOBaHMM STHX KaTeropuu JAOJDKHA OBITh MPOHM3BEACHA TUIHU3ALUS
nonb3oBareneit UCIIIH, onpenenen ux ypoBeHs gocryna u Bo3Moxknoctu. B UCI/In Yupexnenus
MOKHO BBIJCNUTH CIEAYIOIIUE TPYIIbl MOJb30BaTeNeii, yUacTBYIOIIMX B 00paOOTKe U XpaHEHHUH
[TH:

[Tons3oBarens (oneparop) UCIIIH;

AJIMHUHUCTpATOp HHPOPMAITUOHHOW OE30MaCHOCTH;

[Iporpammuct-pazpadorunk UCIT/IH.

5.1. Oneparop APM

Omnepatop APM, corpymHuk VYupexIeHus, OcCyIecTBIsIommii o6pabotky I[IaH.
O6pabotka [1/1H BritouaeT: Bo3aMoxkHOCTh TpocMoTtpa [1/1H, pyunoit BBox I1/11 B cuctemy UCIT/IH,
(dbopMHpOBaHUE CIPABOK U O0TYETOB MO MH(popmaryu, nonyuyeHHoi u3 UCIIJ. Oneparop He nmeer
MTOJITHOMOYHWH JUTsl YIIpaBjiIeHUs ojacucreMaMu 00padotku gaHHbeix U C3I1/IH.

Omneparop VCIT/Ix o6nanaeT ciaeayonmM ypoBHEM JOCTYIA U 3HAHU:

oOnagaeT BceMH HEOOXOAMMBIMHU arpuOyTamMu (HampuMep, napoiieM), oOecreuynBatoMMU
JOCTYII K HEKOTOPOMY ITOAMHOXeCTBY I1/1H;

pacnonaraeT KoH(UIECHIMAIbHBIMA JaHHBIMHU, K KOTOPBIM UMEET TOCTYII;

UMeEeT BO3MOXKHOCTh MpSIMOro ((pu3Mueckoro) aocTyna K (parmMeHTaM TEXHHYECKUX
cpencts UCIIdH.

5.2. AnMmuHMcTpPaTop NHGOPMALMOHHON He30acHOCTH

AJMUHUCTpATOp MHPOPMAITMOHHONW GE€30MaCHOCTH, COTPYAHHUK YUpEeXIeHUs, 3aHUMaeTCs
HACTPONKOW, BHEAPEHUEM M CONPOBOKICHHUEM CHUCTEMBbl, KOH(QUIYpUPOBAaHHEM U YIIpaBIIEHUEM
nporpammuoro obecneuenust (I10) u oGopymoBaHus, BKJIOYas 0OOpyHAOBaHHE, OTBEUAIOIIEe 3a
0€30IacHOCTh 3alMIAeMOTO OOBEKTa: CpencTBa KpUNTOTrpaduueckoil 3ammThl WH(GOPMAINH,
MOHUTOPHHTA, PErucTpauuu, apxupauuu, 3ammtel or HCI. Anmunuctparop HHGOpPMAIMOHHON
0€30IacCHOCTH OTBEYAET 3a COOJIOICHHE TIPAaBUII pa3rpaHHuEHHsI JOCTYIIA, 3a TEHEPAIHIO KITFOYEBBIX
3IIEMEHTOB, CMEHY MapoJjiel, OCYIIECTBISET ayIUT CPEJCTB 3aALIUTHI OOBEKTA.

AnmuHUCTpatop wWH()OPMAIIMOHHON Oe30MmacHOCTH  o0NajgaeT CIenyrIIuM  YPOBHEM
J0CTyna:

- oOnamaer mnonaHOW wuHPOpMAIME O CHCTEMHOM U NPHUKIAJHOM HPOrpaMMHOM
obecnieuennu UCII/IH;
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- oOamaeT mosHOM MHpOpMaIue 0 TeXHUUeCKuX cpeacTBax u koHpurypanuu UCIIH;

- MUMEET JIOCTYNl KO BCEM TEXHHYECKHUM CpeAcTBaM 00paboTKu MH(OpMalMU U JaHHBIM
NCTIH;

- obnagaer mpaBaMu KOH(PUTYpUPOBAaHUS U aIMUHUCTPATUBHOW HACTPOUKH TEXHUYECKHX
cpeactB UCII/IH.

- IMEET JIOCTYII K CPEeICTBaM 3alUThl HHPOPMAIINH U TPOTOKOIUPOBAHUS

- obimamaet monHo uHpopmanueit 06 UCII/IH;

- IMEET JIOCTYII K CPEeICTBaM 3alUThl HHPOPMAIINH U TPOTOKOIUPOBAHUS

5.3. Ilporpammuct-paszpadorunk UCIIIH

[Tporpammuct-paspadborunk WCII[IH, coTpymHUK Y4UpeKJaeHUs, KOTOPBIH 3aHUMAETCS
pa3paboTkoii mporpammHoro obecrneueHus. Pazpadorunk UCIIIH obnamaeT cnenayonmm ypoBHEM
J0CTyma:

- obmamaer mHpopmarmeir 06 anropuTMax M mporpammax o0paboTku mHpOpManUU Ha
NCTIH;

- 00yamaeT BO3MOXKHOCTSIMH BHECCHHS OIIMOOK, HEICKIAPUPOBAHHBIX BO3MOXKHOCTEH,
MPOrPaMMHBIX 3aKJIAJ0K, BPEIOHOCHBIX mHporpamMMm B mporpammuHoe oOecneueHue WCII[n Ha
CTaJINU ee pa3paOdO0TKH, BHEAPEHUS U COITPOBOXKICHHUS;

- MOXET pacmonarare Jo0siMH ¢parmeHTamu uHbopmaruu o Tononoruu UCIIIH u
TEXHHUYECKHX CpefcTBax 00padoTku u 3amuthl [1/{H, oOpadareiBaembix B UCITdH.

6. TpeGoBaHusi Kk mepcoHay no ooecneyeHuro 3amuThbl [I1n

Bce corpynnuku Yupexaenus, spisomuecs nonb3zoBarensmu UCIIIH, TOKHBI 4eTKo
3HATh M CTPOTO BBIMOJHITH YCTAHOBJICHHBIE MpaBUja U 00S3aHHOCTH M0 JIOCTYIY K 3alllUIIaeMbIM
00BEKTaM M COOJIOICHUIO IPUHSTOTO peknma Oe3omacHoctu [1]1H.

[Ipu BCcTymieHMH B JIOJKHOCTH HOBOIO COTPYIHHKA HEMOCPEACTBEHHBIM HaYaJIbHUK
MOJpAa3/IETCHMs], B KOTOPOE OH MOCTYIAET, 00513aH OpraHU30BaTh €ro O3HAKOMJIEHHUE C JI0JIKHOCTHON
MHCTPYKLUMEH U HEOOXOOUMBIMH JTOKYMEHTAaMH, PErIaMEHTUPYIOIIUMHU TpeOOBaHUS IO 3allUTe
I[Idn, a Takke oOydeHHME HaBbIKAM  BBIIIOJHEHUS  NOpOLEAYyp, HEOOXOOUMBIX s
CaHKIIMOHMPOBaHHOTO ucnoib3oBanus MCII/IH.

CoTpyaHMK J0JKEH ObITh O3HAKOMJIEH CO CBEACHUSAMM HacTosule [lonuTuku, mpuHSTHIX
npouenyp padotsl ¢ anementamu UCIIIn u C3I11H.

CotpyaHuku YupexaeHUs, HCHOIb3YyIOLMe TEXHUYECKHE CpPEICTBa ayTeHTHU(UKAIUH,
JOJDKHBI 00€CTeYnBaTh COXPAaHHOCTh MACHTU(UKATOPOB (PJIEKTPOHHBIX KIIOYEH) M HE JOMYyCKaTh
HC/I x HuM, a Tak k€ BO3MOYKHOCTb UX YTEPU WJIM UCIIOJIb30BaHUS TPETHUMU JIMIIAMHU.

[Tonp3oBarenn HECYT [IEPCOHAIBHYIO OTBETCTBEHHOCTb 3a COXPaHHOCTh
UJCHTU(PHUKATOPOB.

Corpynauku  YupexaeHus  JOJDKHBI  CIIEOBaThb  YCTAHOBJIICHHBIM  IPOLEAYpaM
nofAepxkanus pexuma OezonmacHoctu [1/lH mpu BbIOOpe W MCHONB30BAaHUU Taponied (ecniu He
HCIIOJIb3YIOTCS] TEXHUUECKHUE CPE/ICTBA ayTEHTU(DUKALINH).

Cotpyaauku YupexaeHus JOJDKHBI 00eCreunBaTh HAAJIEKAILYIO 3alUTY 00OpYIOBaHMS,
OCTaBIIsIEMOT0 0€3 IMPHUCMOTpa, OCOOEHHO B TEX CiIydasX, KOrJja B IOMELIEHHE HMMEIOT JOCTYI
MOCTOPOHHUE JnMia. Bce monb3oBarenu NOKHBI 3HaTh TpeboBaHus mo OezomacHoctu I1/IH m
MPOIIETYPHI 3aIIUTHI 000PYIOBAHHUS, OCTABICHHOTO 0€3 MPUCMOTpPa, a TAKKE CBOU 00sI3aHHOCTH TIO
00€CIEeYEeHUIO TaKOH 3alUTHI.

CoTpyaHMKaM 3ampeliaercs ycTaHaBIMBaTh IOCTOPOHHEE MPOrpaMMHOE OOecreyeHue,
MOJKITIOYATh JINYHBIE MOOWIIBHBIE YCTPOMCTBA U HOCUTENU MH(OPMAIIUU, a TAaK ke 3alKUChIBaTh Ha
HUX 3alUIIaeMyI0 HH()OPMAIIHIO.

CoTpyaHHKaM 3alpeniaeTcsl pa3riamarh 3aliuinaeMyro HHHOPMAIUIo, KOTOpas cTajla UM
M3BECTHA MU padboTe ¢ NH(POPMALIMOHHBIMU CUCTEMaMU Y UPEXKJIEHUS, TPETHUM JIULIAM.

ITpu pabore ¢ I1/Tn 8 UCIIIH coTpyaHuku YupexaeHus 00s13aHbl 00eCIeunTh OTCYTCTBHE
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BO3MOKHOCTH TTpocMoTpa I1/[H TpeTbrmu nunamu ¢ MOHUTOPOB APM min TepMHHANIOB.

ITIpu 3aBepmenun paborel ¢ MCII[H corpynHuku o0s3aHbl 3amuTuTh APM  nmm
TEPMHUHANBl C TOMOIIBI0 OJOKUPOBKM KIIOUOM WM 5SKBUBAJIEHTHOTO CpPEACTBA KOHTPOJIS,
HaIpuMep, TOCTYIIOM IO MapOJIt0, €CJIM HE UCIONb3YIOTCS 00JI€€ CUIIbHBIE CPEJICTBA 3AILMTHI.

Cotpyanuku YupexaeHus TOJKHbI OBbITh MPOUH(OPMUPOBAHBI 00 yrpo3ax HapyIICHHS
pexxuma OesomacHoctu II/[H m oTBeTcTBeHHOCTHM 3a ero HapymeHue. OHHU JOKHBI OBITH
O3HAaKOMJICHBI C YTBEpXKACHHON (OpMaNbHON MPOIENypOl HAJOXKEHHS IUCHUIUTMHAPHBIX
B3bICKaHUI HA COTPYJHUKOB, KOTOPbIE HAPYIIWIN IPUHSTHIE IOJIUTUKY U NIPOLIETYPhl O€30I1aCHOCTH
[1/H.

CoTpynHuKu 00s3aHBI 0€3 MPOMEJICHUS Ccoo0Imarb 000 BceX HaOIIOIAEeMbIX WIIH
MOJ03pUTENBHBIX citydasix paborsl MCII/IH, Morymmx moBiedb 3a co0oil yrpo3bl 6e30MacHOCTH
[1/11, a Takke O BBISIBICHHBIX UMHU COOBITHSX, 3aTparuBaronux OezonacHocts [1/1H, pykoBOACTBY
MIOJPA3/IEICHHS U JIMILY, OTBEYAIOIIEMY 3a HEMEIJIEHHOE pearupoBaHME Ha yrpo3bl O€30MacCHOCTH
I11n.

7. O6s13anHoCcTH noab3oBarteneid UCIIAn

O6s3anH0cTH nonb3oBarenei MCII/IH onucanbl B ClEeAYIOMNX HHCTPYKIHUAX:

WHceTpykuus aaMuHUCTparopy HUHGOPMAIIMOHHOM 0€30MacHOCTH IO  00eCHEeUYEeHHUI0
0€301acHOCTH IEePCOHAILHBIX TaHHBIX;

WHCTpyKIMs NOIB30BATENIO 10 00ECIIeueHII0 0€301MacHOCTH MEPCOHANBHBIX JTaHHBIX MPU
00paboTke B MHPOPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX;

WHCTpyKuMs TONB30BATElNs, YYacTBYIOIIETO B HEABTOMAaTM3WPOBAHHOH 00paboTKe
NepCOHAIIBHBIX JaHHbIX;

PykoBOACTBO MMOTB30BATEINS MO HKCILTYaTalluK CPEICTB 3AIIUTHI HHPOPMAIIH;

WHcTpyKIMs O OpraHu3aliiy MapoiIbHON 3aIUTHL.

8. OTBercTBeHHOCTH cOTpYyAHUKOB UCIIIH Yupe:kaenus

B cootBercTBumM co ct. 24 (enepanpHoro 3akoHa Poccuiickoit @enepanuu oT 27 HIONA
2006 1. Ne 152-@3 «O mnepcoHaidbHBIX JaHHBIX» JIMIA, BUHOBHBIE B HapylleHHMH TpeOOBaHUM
JAHHOTO  (pelepaJIbHOTO  3aKOHA, HECYT TPaXJIaHCKYI0, YrOJOBHYIO, aJAMHHHUCTPATUBHYIO,
JUCHMIUIMHAPDHYI0O M MHYKO TPEAYCMOTPEHHYIO 3aKoHOaTeabcTBOM Poccuiickoit Penepanuu
OTBETCTBEHHOCTb.

JleiicTBytoliee  3akoHOAATeNbCTBO P@® mo3BosiseT NpeAbsABIATh TpeOOBaHUSA IO
oOecnieueHuto Oe3omacHo paboThl ¢ 3amuinaeMoll uHdopManuedl W MpeaycMaTpuBacT
OTBETCTBEHHOCTh 3a HApYyLIEHUE YCTAHOBJIEHHBIX NpaBWJI OJKCIulyarauun OBM wu cucrem,
HENpPaBOMEPHBIN JOCTYNl K UHGOpMAIMHM, €CIM OTU JEWCTBUS NPUBEIUM K YHUUTOXKEHUIO,
0J0KMpOBaHUIO, MOAM(UKAIIMN WHPOPMALMU WIM HapylleHuio pabotsl OBM unum cereil (crarbu
272,273 n 274 YK PO).

AnmuHucTparop HMH(OPMAMOHHOM 0€30MacHOCTH HECeT OTBETCTBEHHOCTh 3a BCE
JeMCTBUS, COBEPIICHHbIE OT UMEHHU UX YYETHBIX 3allMCEeH WM CUCTEMHBIX YUETHBIX 3allUCeH, eciu
He JI0Ka3aH (paKkT HECAHKIIMOHUPOBAHHOTO MCIIOIb30BAHUS YUETHBIX 3aIHMCEH.

[Ipn HapymieHHMsIX COTpynHMKaMu YupexnaeHus — mnoas3oBarenet WMCII[IH mnpaswmn,
CBsI3aHHBIX ¢ Oe3omacHOCThIO IT/[H, OHM HECYT OTBETCTBEHHOCTh, YCTAHOBJIECHHYIO JIEHCTBYIOIIUM
3akoHozaTenbcTBOM Poccutickoit denepanum.

[IpuBeneHHbIe BbIIE TPeOOBAaHHMS HOPMATHBHBIX JOKYMEHTOB IO 3aliuTe HH(OpManuu
JOJDKHBI ObITh OTpakeHbl B llojokeHHSX o monpasfeneHusX YUpeKIAeHHs, OCYIIECTBISIOIINX
obpabotky I1{n B UCII/IH 1 1OMKHOCTHBIX MHCTPYKLUSAX COTPYIHUKOB Y UpExKICHHS.

9. Cnucok uCnoJib30BAaHHBIX HCTOYHHKOB

OCHOBHBIMU HOPMAaTUBHO-IIPABOBBIMH W MCTOAWYCCKHUMU JOKYMCHTAMH, Ha KOTOPBIX
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6asupyercs Hactosuiee [lonoxenue SABISAIOTCS:

1. ®enepanbubiii 3akoH oT 27.07.2006 1. No 152-®3 «O mnepcoHaNbHBIX JIaHHBIXY,
YCTaHABIIMBAIOIIUN OCHOBHBIE MPUHIMIB U yclioBusi oOpaborku I1/lH, mpaBa, o0si3aHHOCTU U
OTBETCTBEHHOCTh YYaCTHUKOB OTHOIICHHH, CBSI3aHHBIX ¢ 00padoTkoii [1/1H.

2. Tlocranosnenne IlpaBurensctBa PD or 01.11.2012 r. Ne 1119 «OO6 yrBepkaeHUH
TpeOOBaHUI K 3alIUTE MEPCOHATIBHBIX JAaHHBIX NMpU UX 00paboTke B MH(POPMAIIMOHHBIX CHCTEMax
MIEPCOHATBHBIX TAHHBIX .

3. IlocranoBnenue IlpaBurensctBa P® ot 15.09.2008 r. Ne 687 «OO06 yrBepxiaeHUU
[Tomoxkenust 00 0COOEGHHOCTSIX OOPaOOTKM TEPCOHATBHBIX JAHHBIX, OCYIIECTBIsEMOU 03
HCIIOJIb30BaHUS CPEACTB aBTOMATH3AI[UN.

4. TpeGoBaHHs K MaTepHAILHBIM HOCHUTEISIM OMOMETPUYCCKUX TMEPCOHAIBHBIX TaHHBIX H
TEXHOJIOTHSIM XPaHEHHs] TaKUX JaHHBIX BHE MH(OPMAIMOHHBIX CHCTEM IE€PCOHAIBHBIX JAHHBIX,
yrBepxkaeHHble [locranoBnenneM IlpaBurensctBa PO ot 06.07.2008 1. Ne 512.

5. HopmaruBHo-MeToqnueckue AOKyMeHTbl DepepanbHON CaykObl MO TEXHUYECKOMY U
IKCIepTHOMY KOHTpoto Poccmiickoit denepanun mo obecrneueHuto Oe3omacHocT [1J{H mpu mx
obpabotke B UCII/IH:

5.1. Tlpukaz ®CTOK Poccum ot 18.02.2013 1. Ne 21 «OO6 yrBepxkaenuun CocrtaBa U
COICpXaHHUsl OpPraHM3aIlMOHHBIX W TEXHMYECKUX Mep MO0 o00OecrneyeHuro 0e30MacHOCTH
MEPCOHATBHBIX JAHHBIX NPH HMX 00paboTke B HMH(DOPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX
JTAHHBIX.

5.2. bazoBas Mozenb yrpo3 0€30macHOCTH TEPCOHAIBHBIX JAHHBIX MPU UX 00paboTKe B
MH(OPMAIIMOHHBIX CUCTEMAX NEPCOHANBHBIX JaHHBIX, yTBepkAeHHass DPCTOK PO 15.02.2008 r.

5.3. Meromuuecknid JOKYMEHT. METOAMKA OLIEHKH yrpo3 Oe30MacHOCTH HH(OPMAIIHH,
yrBepxkeHHas PCTOIOK Poccun 05.02.2021 .
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